Utiliser nmap pour la découverte du réseau
Correction
Il faut trouver le serveur friedshrimp comme on ne connait pas son ip, on va lancer nmap pour découvrir les machines autour qui ont les ports entre 2000-3000 ouverts
En effet un nslookup ne nous retourne rien avec le nom friedshrimp seul
nmap -A -p 2000-3000 172.25.0.1-255
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On constate que le service ssh est ouvert sur 
nmap-discovery.friedshrimp.student.intranet (172.25.0.5)
2732/tcp open  ssh     OpenSSH 7.2p2 Ubuntu 4ubuntu2.4 (Ubuntu Linux; protocol 2.0)
Le port est donc 2732 et l’IP 172.25.0.5
ssh -p 2732 172.25.0.5 permet d’accéder à la machine friedshrimp
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Une fois que vous avez accès au serveur friedshrimp, vous pouvez lire le fichier souhaité
>ls
friedshrimp.txt
>cat friedshrimp.txt
Une autre possibilité (non comptabilisée dans le lab) depuis l’ordinateur « client »
ubuntu@mycomputer:~$ scp -P 2706 ubuntu@172.25.0.5:~/friedshrimp.txt ./friedshrimp.txt
ou
ubuntu@mycomputer:~$ scp -P 2706 ubuntu@nmap-discovery.friedshrimp.student.intranet:~/friedshrimp.txt ./friedshrimp.txt
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ubuntu@mycomputer:~$ nmap -A -p 2000-3000 172.25.0.1-255
Starting Nmap 7.01 ( https://nmap.org ) at 2021-06-07 21:26 UTC
Nmap scan report for mycomputer (172.25.0.2)

Host is up (0.60013s latency).

ALl 1001 scanned ports on mycomputer (172.25.0.2) are closed

Nmap scan report for nmap-discovery.friedshrimp.student.intranet (172.25.0.5)

Host is up (0.60015s latency).

Not shown: 1000 closed ports

PORT STATE SERVICE VERSION

2732/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.4 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 8c:dc:75:2f:ce:96:a8:e3:b0:b6:ec:0e:ac:2f:22:20 (RSA)

|_ 256 fd:e3:3b:26:e0:2a:1 0:f3:fe:d9:46:4d:b6 (ECDSA)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 255 IP addresses (2 hosts up) scanned in 3.51 seconds
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ubuntu@mycomputer:~$ ssh -p 2732 172.25.0.5

The authenticity of host '[172.25.0.5]:2732 ([172.25.0.5]:2732)" can't be established.
[ECDSA key fingerprint is SHA256:nFDNpYXdiSAGPF1Zx0BVBXc83CDPSQYU2fryQUB7PLS.

Are you sure you want to continue connecting (yes/no)? yes

=

Warning: Permanently added '[172.25.0.5]:2732' (ECDSA) to the list of known hosts.
ubuntu@172.25.0.5's password:

Welcome to Ubuntu 16.04.4 LTS (GNU/Linux 4.15.0-20-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
- * Support: https://ubuntu.com/advantage
;The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
,individual files in /usr/share/doc/*/copyright.
)
Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
,applicable law.
;
Jubuntu@friedshrimp:~$ ls
friedshrimp.txt
ubuntu@friedshrimp:~$ cat friedshrimp.txt
My summary notes from the fried shrimp project:

Fried shrimp Project: We concluded it is better to
.buy than to build.

,Congratulations! You managed to find the summary file
for “fired shrimp”and impress Randall.




